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Background

Complex |.S. Architectures = require access by
C other External Networks / entities
C authentication by users outside of Orgnzl NWs

|.T. Mgmt = have limited time / capability
C to assess cyber threats, IS Vulnerabilities
C keeping Ops ongoing = 1t priority

TVA Methodology:

C effective 1t step to assess |.S. Vulnerabilities
C Excellent ID of Logical Vulnerabilities before
é .Pen Testing
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2 Basic Types of
Vulnerability Analyses

* Vulnerability Assessment

* Penetration Testing



Focus of this Presentation:

Use of TVA (Threat Vulnerabllity Asset)
Methodology to
C I.D. System Vulnerabilities
C Determine Cyber Security Risk Strategies



Vulnerability Analysis

= the analysis of existing |.S. safeguards
to 1 denti fy any weakne

-

C detection of a cyber threats / attempted exploits

C inadequate responses to Cyber threats that may
Atrigger o a system vul

C | . Sabildaygo recover and continue from a Cyber
threat / Cyber breach( nr obust ness o)

C Are current Info Sec investments cost effective é
= at detecting / preventing cyber attacks?




Cyber-Threat Assessment
ID, Rank Does current I.T.

potential cyber Controls reduce
attacks Vulnerability?
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What is impact of Cyber-attack How likely is the cyber-threat
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Cyber Security Risk Strategy

Source: Whitman and Mattord, 2019, modified by Roberto Mejias,2020 4



Undertanding Threat Vulnerability C
Cyber Security Risk Mgmt

l. (Cyber) Risk Identification

Il. (Cyber) Risk Assessment

I1l. (Cyber) Security Risk Strateqgies

evia the TVA Met
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ID and Ranking of
Most Critical Assets




Possi bl e nVal u @moritizafon e
- Economic Value

- Operational Value

- Strategic Value

Additional Ranking Criteria :

- Are most critical to success of Orgzn?

- Generate the Most Revenue?

- Has the highest profitability?

- Would be the most expensive to replace?
-Would be the most expensive to protect?
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ID AND RANKING of CRITICAL ASSETS Name
Criteria 1: Criteria 2: Criteria 3:
\ Weighted Critical
ASSET Ranking Asset Rank
Value (%)
Criteria weight (1-100%) % % % 100%
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Real Example: Asset Ranking Matrix

Resourcel/Assgt

Criteria 1:
Most Critical
for Mktg.
Share

Criteria 2.
Most
Impact to
Revenue

Criteria 3:
Most
Expensive
to Replace

Criteria 4:
Most impact
on Client
Trust

Weighted
Asset
Value (%)

Criteria Weight ( 0%)
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100%
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Mejias, Shepherd, Fronmueller, Huff, 2109




Resources & Assets (Most Critical ===> Least gritical)
Ranked 1.SW 2.Engi n @3Operation | 4. Patented 5. Skilled 6. Supply
Threat Program Intellectual |and DB Mfg. Process | Labor Chain Mgmt.
Patents Property (IP) | Servers Force (SCM)
Agents
TVA | GRID
Current IT
Safeguards
(Unranked)
Mejias,2019
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ID and Ranking of
Most Probable Threats



Threat ID and Ranking
All Organizations = face a wide variety of threats

It is operationally, financially infeasible to try to
guard all critical assets against all cyber threats

If everythreatwer e assumed to be
C Info Security program
é . becomes too complex

ID, Ranking of THREATS

C considers only most damaging cyber-attacks
C that affect Survivability, Continued Ops




